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Abstract—A method for secure data transmission is proposed on the basis of the phenomenon of generalized
chaotic synchronization, which is characterized by extremely high stability to noise and fluctuations in a communication channel. The basic concepts of the method proposed are illustrated by numerical simulation of two
unidirectionally coupled Róssler systems, chosen as a transmitter and a receiver. Fundamental advantages of
the proposed method over the known ones are shown.
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INTRODUCTION
The use of chaotic synchronization for secure data
transmission is an urgent problem of nonlinear dynamics [1–12]. Currently, a large number of methods for
secure data transmission are known. Many of them are
based on the phenomenon of complete chaotic synchronization (chaotic masking [1], switching of chaotic
modes [2], nonlinear admixing [3], etc.). Generalized
[7] and phase [8] synchronizations or simultaneous use
of several types of synchronous behavior [7, 13] are
more rare.
A fundamental drawback of all schemes known to
date is a low stability to noise and fluctuations in the
communication channel. When the noise and fluctuation intensity exceeds some threshold value, comparable with the natural noise and distortions, the known
data transmission systems become disabled. In addition, a fundamental requirement for almost all such
schemes is the presence of highly identical random
generators at different sides of the communication
channel. This is a very serious technical problem, especially when a device operates for a long time. Another
drawback of such schemes (in particular, those using
complete chaotic synchronization) is the possibility of
reconstruction [14] of the transmitter parameters from
a signal transmitted through the communication channel. Due to the presence of an exact copy of the transmitter at the other side of the communication channel,
the third side can easily decode an information message
in some cases.
In this study, we propose a new method for secure
data transmission. It is based on the phenomenon of
generalized chaotic synchronization; however, in contrast to the known methods, using both this (see, for
example, [7, 13]) and other [1–5] types of synchronous
behavior, this method makes it possible to eliminate all
the above-mentioned drawbacks. The efficiency of the
method proposed is illustrated by numerical simulation

of two unidirectionally coupled Róssler systems, chosen as transmitter and receiver. Some statistical estimates of the operating capacity of the proposed scheme
in comparison with some known one are reported.
1. GENERALIZED SYNCHRONIZATION
AND METHODS FOR ITS DIAGNOSTICS
As was mentioned in the Introduction, the proposed
method for secure data transmission is based on the
phenomenon of generalized synchronization between
random generators at transmitting and receiving sides
of the communication channel. Let us briefly dwell on
this type of synchronous behavior and the main methods for its diagnostics.
The generalized synchronization mode can be
implemented in a system of two unidirectionally coupled chaotic oscillators, master and slave ones. This
mode means that, after the end of a transient process,
some functional relation u (t) = F [ x (t)] is established
between their states, x (t) (master) and u (t) (slave),
whose form may by fairly complex (in particular, fractal [15]). Generally, such a relation can far from always
be found, neither analytically nor experimentally. However, there are some effective methods for diagnostics
of this mode: the nearest neighbor method, the method
for calculating conditional Lyapunov exponents, and
the auxiliary-system method. Technical implementation of the first two methods is a fairly difficult problem, which sometimes cannot be solved at all. At the
same time, the auxiliary-system method can easily be
implemented in practice, but it involves use of an exact
copy of the slave generator.
The essence of the auxiliary-system method [16] is
as follows: along with the slave system, an identical
auxiliary system is considered. The initial conditions
for the auxiliary system are chosen to be different from
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Fig. 1. Schematic of the method for secure data transmission based on the use of generalized chaotic synchronization:m(t) is a binary information signal, x (t) is the state vector of the transmitter, u (t) and u (t) are the state vectors of
the receiving generators, and m̃ (t) is a reconstructed signal.

the initial state of the slave system, but lying in the
range of attraction of one attractor (in practice, this generally means a small mismatch between the initial conditions, which is automatically implemented due to
fluctuations). When generalized synchronization
between interacting systems is absent, the state vectors
of the slave and auxiliary systems belong to the same
chaotic attractor; however, they are different due to the
Lyapunov instability of chaotic trajectories. When generalized synchronization occurs, in view of the validity
of functional relations between the states of the master
and slave systems and, correspondingly, the master and
auxiliary ones, the states of the slave and auxiliary systems should become identical after the end of the transient process. Thus, the equivalence of the states of the
slave and auxiliary systems after the transient process is
a criterion for the existence of generalized synchronization between the master and slave chaotic systems.
2. METHOD FOR SECURE DATA
TRANSMISSION
A schematic of secure data transmission based on
generalized chaotic synchronization is shown in Fig. 1.
This method is as follows. The information signal m(t)
is coded as a binary code. One or several control parameters of the transmitter are modulated by a binary signal. The thus obtained signal is transmitted through the
communication channel. Here, it is affected by noise
and fluctuations, which distort the transmitted signal.
The receiver is at the other side of the communication
channel. It consists of two identical generators, which
can be in the mode of generalized synchronization with
the transmitter. It should be noted that the presence of
identical generators at one side of the communication
channel makes it possible to easily align them. The
principle of operation of the receiver is based on the
diagnostics of the generalized synchronization mode
using the auxiliary-system method (see above). The
signal from the communication channel arrives at the
receiver generators. The output signals pass through a
subtractor and the restored desired signal is detected.

The characteristics of modulation of the transmitter
control parameters should be chosen so as to ensure the
presence or absence of the generalized synchronization
between the transmitter and receiver, depending on the
transmitted binary 0/1 bit. For example, let us assume
that generalized synchronization is observed when a
binary bit 0 is transmitted. Then, both receiver generators will demonstrate identical oscillations, and after
transmission through a subtractor, chaotic oscillations
will be absent (i.e., we have a binary bit 0). Vice versa,
in the case of transmission of a binary bit 1, generalized
synchronization is not observed, and oscillations of
receiver generators are nonidentical. Then after transmission through the subtractor, chaotic oscillations
have a nonzero amplitude (binary bit 1).
3. NUMERICAL IMPLEMENTATION
OF THE METHOD FOR SECURE DATA
TRANSMISSION
To show the undoubted advantage of the proposed
method for data transmission over the known ones, we
will perform numerical simulation of the scheme
shown in Fig. 1. As both transmitter and receiver, we
will use unidirectionally coupled Róssler systems.
Such a model is chosen because (i) Róssler system have
been fairly well studied (in particular, from the point of
view of the generalized synchronization [15–20]) and
(ii) a radio generator can be designed, whose dynamics will be described by the equations of the Róssler
system [21].
The transmitter is described by the following system
of differential equations:
ẋ 1 = – ω x x 2 – x 3 ,
ẋ 2 = ω x x 1 + ax 2 ,

(1)

ẋ 3 = p + x 3 ( x 1 – c ),
where x (t) = (x1, x2, x3) is the state vector of the transmitter; a = 0.15, p = 0.2, and c = 10 are the control
parameters; and ωx is the control parameter characterizing the eigenfrequency of oscillations of the system.
The parameter ωx is modulated by the useful digital
signal as follows. If a binary bit 1 is transmitted within
a specified time interval, ωx = 0.95 during all this interval. When a binary bit 0 is transmitted, ωx = 1. It should
be noted that the above-mentioned values of the control
parameter ωx were chosen only for demonstration; they
are related to the character of location of the generalized synchronization boundary, which was investigated
in detail in [20]. Actually, the parameter ωx can take
arbitrary values. The only necessary condition is the
alternation of regions with asynchronous dynamics and
regions of generalized synchronization.
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The receiver contains two identical random generators, each described by the following system of equations:

x1(t)
10
0
–10

u̇ 1 = – ω u u 2 – u 3 + ε ( s ( t ) – u 1 ),
u̇ 2 = ω u u 1 + au 2 ,

6000

(2)

u̇ 3 = p + u 3 ( u 1 – c ).
Here, u (t) = (u1, u2, u3) is the state vector of the first
receiving generator. Let a vector u (t) = (υ1, υ2, υ3), also
satisfying (2), be the state vector of the second receiving generator (Fig. 1). The control parameters a, p, and
c will be chosen the same as for receiving generators.
The control parameter ωu, characterizing the eigenfrequency of receiving generators, will be chosen to be
0.95 during the entire time of signal transmission.
A signal generated by the transmitter passes through
the communication channel. In our model, transmission
is implemented via coupling of the receiver and transmitter, i.e., through introduction of the component ωu
into the first equation of system (2). Here, ε(s(t) – u1) is
the so-called signal in the communication channel. The
term s(t) = x1 + Dξ models noise and fluctuation in the
communication channel; ξ is the characteristic of a stochastic Gaussian process having the following probability distribution:
 ( ξ – ξ 0 ) 2
1
p ( ξ ) = -------------- exp  – -------------------,
2
2πσ
2σ 


(3)

where ξ0 = 0 and σ = 1 are, respectively, the mean and
dispersion1. The parameter Dξ determines the added
noise intensity.
The coupling strength between the transmitter and
receiver is characterized by the parameter ε; it was chosen to be 0.14. In this case, it is known that in the
absence of noise and fluctuations in the communication
channel (D = 0), generalized synchronization in system
(1), (2) occurs at ωx = 1, whereas, for ωx = 0.95, generalized synchronization is not observed (see [20] for
details).
The subtractor performs the operation (u1 – υ1)2.
Hence, according to the auxiliary-system method,
absence of oscillations for ωx = 1 and presence of chaotic oscillations for ωx = 0.95 should be observed after
signal transmission through the subtractor. The reconstructed signal m̃ (t) is a sequence of regions characterized by different types of behavior.
For demonstration, we will choose a simple
sequence of binary bits 0/1 as a signal m(t) (Fig. 2, dotted line). Stochastic equation (2) will be integrated
1

It is noteworthy that the character of distribution of the random
variable ξ is of no importance, and similar results can be
observed for other types of distribution of the probability p(ξ), for
example, uniform distribution.)
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Fig. 2. Transmitted information signal m(t) in the form of a
simple sequence of binary bits 0/1 (dotted line) and the
reconstructed signal m̃ (t) in the absence of noise and fluctuations in the communication channel (D = 0). The inset
shows a fragment of a random signal generated by the transmitter in the form of a sequence of three binary bits 0/1
(shown by a rectangle) and transmitted through the communication channel. It can be seen that an information message
cannot be decoded by the third side in this case.

using the Euler method with a time discretization step
h = 0.0001.
Let us first consider the case where noise and fluctuations are absent in the communication channel, i.e.,
assume that the noise amplitude D = 0. Obviously, this
case cannot be realized in practice because noise and
fluctuations are always present in actual devices. Nevertheless, we will consider first the idealized situation
to check the efficiency of the method proposed. The
reconstructed signal m̃ (t) for this case is shown in
Fig. 2 (solid line). One can see that the desired signal
can easily be detected in this case.
It should be noted that a change in the control
parameter ωx does not significantly change the characteristics of a transmitted signal. A fragment of such a
signal, containing a sequence of six bits 0/1 is shown in
the inset in Fig. 2. Obviously, even in the absence of
noise and fluctuations in the communication channel,
the third side cannot decode an information message.
Introduction of noise into the communication channel
distorts a transmitted signal even more. However, the
reconstructed signals m̃ (t) are qualitatively similar at
different noise amplitudes, up to D = 400, as in the
absence of noise and fluctuations (Fig. 2, solid line). In
this case, we can speak about significant stability of the
proposed scheme to noise and fluctuations in the communication channel.
4. COMPARISON OF THE PROPOSED METHOD
FOR SECURE DATA TRANSMISSION
WITH THE KNOWN METHODS
To show undoubted advantages of our method over
the known ones, we will carry out some statistical esti-
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mations of the operating parameters for the data transmission scheme proposed here and for a number of
known schemes (see, for example, [1–3, 7, 13]). Such
parameters are as follows:
(i) The signal-to-noise ratio (SNR) at which the
scheme becomes disabled; i.e., when there is no possibility of reconstructing the initial useful digital signal
m(t) from the output signal m̃ (t). Since noise and fluctuations are inevitably present in a communication
channel, estimation of the operating capacity of data
transmission schemes in the presence of noise is a very
important and urgent problem.
(ii) The maximum mismatch of the control parameters of the generators, which should be initially identical. As was discussed in the Introduction, in most
known cases, such generators should be located at different sides of the communication channel. Since it is
difficult to realize such devices in practice, the effect of
mismatch of their control parameters on the efficiency
of the data transmission method is an urgent problem.
Analysis of such characteristics showed that the
scheme proposed here becomes disabled at the signalto-noise ratio SNR = –34.6 dB, whereas for other
schemes considered by us this value is positive; i.e., in
the presence of noise and fluctuations in the communication channel, whose power is smaller than that of a
transmitted signal, all the schemes known to date
become disabled. Our scheme has an extremely high
stability to noise and fluctuations in the communication
channel. Noise, distorting a transmitted signal even
more, prohibits decoding of an information message by
the third side. In this case, we can speak about constructive role of noise for data transmission, whereas in other
cases noise plays a destructive role.
Estimation of the effect of mismatch of control
parameters on the efficiency of the method proposed
showed that, if the receiving generators are mismatched
up to 2% with respect to the parameter ωx, the scheme
under consideration retains its efficiency. Obviously,
such a mismatch is not very large, and, in this context,
the scheme proposed has analogs (for example, data
transmission schemes known as random-mode switching [2] and modulation of control parameters [22]).
However, one should take into account that in these
cases both generators should be located at different
sides of the communication channel (to implement
complete synchronization between them). In the case
considered here, identical generators are located only at
the receiving side of the communication channel, as a
result of which they can easily be aligned. In addition,
both above-mentioned schemes have limited stability to
noise and fluctuations in the communication channel,
whereas the stability of the proposed scheme is practically unlimited.

CONCLUSIONS
We have proposed a new method for secure data
transmission based on the use of generalized chaotic
synchronization. This method has a number of fundamental advantages in comparison with the known
methods for secure data transmission. First, it does not
require the presence of identical random generators at
different sides of the communication channel, and
therefore, can easily be implemented in practice. Second, it has an extremely high stability to noise and fluctuations in the communication channel. In this case, we
can speak about the constructive role of noise for data
transmission. Third, due to the presence of noise in the
communication channel, a transmitted signal becomes
additionally distorted, as a result of which the third side
cannot decode an information message.
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